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Introduction
There is an IBM server in the computer control room of the college, installed Windows 2008 server R2 genuine operating system (hereinafter referred to as the host, the host is relative to the virtual web server), and configured the Intel(R) Xeon(R) CPU, 3 A 500 G hard disk for disk display, 32G memory, installed two physical network card. The network settings IP address of network card 1: 10.17.1.249, subnet mask: 255.0.0.0, gateway: 10.17.1.254, DNS: 202.121.241.8, network card 2 is set default.
There are 9 majors in the college, and there are dozens of online experiment classes based on teaching requirements. A number of genuine Web teaching software have been installed on the host machine, but some web teaching software conflicts with each other in actual use. Such as: after installing the 4 th version of the genuine web teaching software, it is operating normally. After the installation of the 12 th version of genuine web teaching software, it is running normally. However, the 4 th version of genuine web teaching software cannot be used normally in the application. It should be discussed how to use the existing hardware conditions to solve this problem without affecting the premise of teaching.
A variety of installation and solution methods have been tested. Finally, installing conflicting web teaching software on a virtual web server is a solution to this problem, which is very useful for a teaching department with a small number of servers.
Virtual Web Server
The main function of the virtual web server is website setup, online browsing, data query, and data processing.
A virtual web server runs on the host machine, which occupies a certain amount of CPU, hard disk, and memory of the host. The memory requirement is basically equal to the sum of multiple operating systems requirements.
Create A Virtual Web Server
The virtual machine is created under VMware software, and installed the genuine Windows 2008 server R2. It is set the hard disk capacity 20G, memory 2G, NTFS file system. In order to facilitate the maintenance of the corresponding folder and database of the website, a 19G persistent hard disk capacity (equivalent to physical) in the virtual machine is added and a partition named E: is created.
Network Settings
Set network mode "Bridge" for the virtual machine Windows 2008 server R2and check "Copy physical network connection". Two physical network adapters are installed on the host. In the "virtual network editor", you need to choose "bridge" to the physical network adapter 1 so that you can bridge to the appropriate external network through the bridge.
Enter command line in the virtual machine Windows 2008 server R2: ipconfig /all (see Figure 1 )
The network information such as locally connected IP, subnet mask net, gateway, DNS will be seen, and the Ping command will be used to check the virtual machine and host network connectivity.
Install IIS
Start the virtual machine Windows 2008 server R2.Administrative Tools → Server Manager → Checked: Web Server (IIS) Role → Install IIS as required.
Installation of Web Teaching Software
First exit the secure anti-virus software, stop the default web site, and delete the corresponding file directory. Install the program file of the database → Install the web teaching software program file → Select the installation path → Enter the user name, password → Select the IP address: 10.17.1.202 → Press the prompt to insert the U disk dongle of the software → Next step → The "Installation completed" interface appears, click Finish.
Security of Virtual Web Server
The virtual machine has security holes. Therefore, if a malicious program is run in the virtual machine, it will not only affect the security of the virtual machine itself, but also affect the host machine to which the virtual machine belongs. In a certain range, it will also endanger the security of the host machine. It is necessary to strengthen the security of the virtual web server.
Administrators need to pay extra attention to the official release of new versions and security patches of VMware, and update as soon as possible; Modify the default administrator username, and use more than 8-digit complex passwords, protect passwords, change passwords regularly, and limit its use as much as possible; Timely upgrade the anti-virus software and regular killing of viruses; The network configuration of virtual web servers is easy to modify, so non-administrators should be strictly prohibited from logging in to the virtual web server; Control their permissions of web-related folders and files within the allowable range. For certain files, ordinary users such as students are given rights to "read-only" and "run", and web administrators have full control rights; Only administrators have the authority to maintain the database and encrypt important data; try to avoid file interaction between virtual machine and the host; close useless services, prohibit remote login; taking into account the security of data, the laboratory should establish a backup operation system, and the administrator should regularly back up the site files and database files.Do a full backup before doing incremental backups, and protect your backups for later use.
The virtual machine compresses the operating system, settings and applications into one disk file. Once someone has a copy of the virtual disk file, it can run with VMware software. The security of the virtual Web server is inseparable from the host security.
Host Security
The school network center is equipped with powerful security devices such as firewalls, intrusion detection, intrusion prevention, anti-virus walls, and network traffic monitoring. It is unlikely that viruses outside the school campus will enter or exit from the school network center, but computer experiments are conducted at the school's subordinate colleges. There is a big gap between the virus prevention in the laboratory and the network center. Once the college laboratory server is attacked by network viruses, all application layer protections will be in name only, and the LAN may be infected with viruses; Even worse, the campus network will be paralyzed at the same level. Therefore, the security of the server operating system of the school's subordinate departments is particularly important. If the security of the operating system is not guaranteed, there will be no security for the network and application services. Genuine system software must be used to strengthen the authentication of the login process to ensure the legitimacy of the user; Change the default administrator user name; When the administrator logs into the operating system, the administrator should not save the last user name. The administrator needs to strengthen the password, and periodically changes the password. In order to avoid security risks caused by operating system vulnerabilities, patches need to be updated. Not all patches have to be patched, but the system's security patches must be patched; network anti-virus software must be upgraded in a timely manner to kill the viruses on a regular basis; Remote logins must be disabled, and useless services should be disabled too. According to the security principle: "Maximum security = minimum service + minimum authority". The components that are not necessarily running on the server or irrelevant programs must not be installed; Turn off unwanted services, also shut down certain ports and block mutual infections between services, which greatly reduces the chances of an attacker's success and improves system security; Pay attention to auditing and monitoring event logs. We must enable and configure auditing projects based on the actual services of the system. Administrators should pay special attention to the event log. Viruses, Trojans, etc. also require a process when attacking a web server. If the "event log" prompts "error" or "warning", we should carefully analyze to find some clues in the dull log content that affect the safe operation of the server. This will help to identify system errors or security leaks, etc. to implement targeted maintenance. In order to use the virtual web server safely in teaching, the following points must be made:
Disable Two Virtual Network Block
Open the "Network Connection" of the Windows 2008 server R2 in the host, and you will see two virtual network cards are installed by VMware: VMnet1 and VMnet8. To avoid virtual machine IP address conflicts when accessing VMware, we should disable the virtual network card in the network connection.
Fix the IP Address of Host and Virtual Web Server
In order to prevent teaching accidents from being misapplied to the IP addresses used by the host computer and the virtual web server, it is necessary to bind the MAC addresses of two network cards to the IP addresses from the viewpoint of security. In the lowest penultimate layer of OSI's seven-layer model, which is the data link layer, the physical network card MAC address is only used in Layer 2 communication. Because the MAC address of the virtual web server network card is virtual, it can be recognized inside Windows and cannot be recognized by the outside. Therefore, the virtual MAC address does not appear in Layer 2 communication. The physical switch can only receive the MAC address of the host's physical network card. The same settings are made for the network connection of the physical network card 2 and the virtual web server network card. Use the test software on the server side to save the MAC address and static IP address of all workstations in the network segment as a text file, and configure the Cisco three-layer switch as required to complete the MAC address and port binding. In order to prevent IP theft or student indiscriminate change of IP address, complete the binding of the MAC address and IP address on the switch. Once you find the behavior of changing IP address or MAC address, it will automatically block the computer to access the Internet. Disconnect the network connection of the network card 2, so as to indirectly solve the fixing of the IP address of the virtual web server, and avoid conflict between the IP address of the virtual web server and the host computer, and the IP address of other LAN PCs.
Although the virtual Web server has the MAC address and IP address of the virtual network card, the data is actually sent to the host by the virtual web server. The host computer then sends the data through the network card 1, receives and retransmits the data from the host network card 1, and sends to the virtual web server.
Enable Firewall
According to the number of users of genuine web software, the Rising software firewall is set accordingly. Add the allowed network segment and IP address to the IP address white list for release processing. For example, the PC used by students in the class is the 192.168.106.* network segment. The PC used by the host and the virtual web server is the 10.17.1.* network segment. These IP addresses must be added to the IP address white list for release processing (see figure 2) . 
Backup Data Storage Regularly
Server crashes, hacker attacks, human misoperations and other reasons can affect the normal operation of the system, and even cause this system to completely collapse. In order to avoid this incident from causing irreparable situation, the laboratory should establish a backup operation procedure, and a special person is responsible for regularly backing up the database files and compressing virtual disk files. A backup is performed once a month. A full backup method should be used. For the data retention period, only the current and last copy of backup data can be kept. After each backup is completed, the backup operation sheet should be filled in as it is. Once the disaster occurs, the data that has been backed up can be recovered completely, quickly, simply, and reliably.
Summary
Through the setting of the operating system, network, firewall, and security of the host and virtual web server, students are allowed to access the web teaching software on the Internet in a certain network segment, and conduct experimental operations according to the teacher's requirements. In the course of the experiment, students' ability to do experiment and solve practical problems was improved, and students' awareness of the course was enhanced. The experiment proves that with the operation and setting discussed above, the web software on the virtual web server is stable and normal, and it keeps data intact, and performs great teaching results.
